Casa Grande Union High School District #82 5
CGUHSD Internet Filter Policy ,,wg
Policies www.cguhsd.org
Policy Name Start Time End Time Days Category Set Protocol Set
* Globall 0:00 24:00:00 Sun,Mon,Tue,Wed, Thu,Fri,Sat Students Students
Admin 0:00 24:00:00 Sun,Mon,Tue,Wed,Thu,Fri,Sat Admin Admin
Managers 0:00 24:00:00 Sun,Mon,Tue,Wed, Thu,Fri,Sat Basic Filtering Basic Filtering
Messenger 0:00 24:00:00 Sun,Mon,Tue,Wed, Thu,Fri,Sat Admin Messenger
Power Users 0:00 24:00:00 Sun,Mon,Tue,Wed, Thu,Fri,Sat * Never Block * Never Block
Staff 0:00 24:00:00 Sun,Mon,Tue,Wed,Thu,Fri,Sat Staff Staff
Students 0:00 24:00:00 Sun,Mon,Tue,Wed, Thu,Fri,Sat Students Students
Teachers 0:00 24:00:00 Sun,Mon,Tue,Wed,Thu,Fri,Sat Teachers Teachers
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CGUHSD Internet Filter Policy s
Filter Setting Definitions www.cguhsd.org
Setting Function

Permit Permits access to all sites in the selected category.

Block Blocks access to all sites in the selected category.

Limit by Quota Lets the user continue and view the site or view any other site in a quota category for a short time.
Continue Lets the user continue and view the site for a limited amount of time. Default is 60 Seconds.

Block Keyword Blocks sites whose URLs contain keywords assigned to the category set (see Keywords).

Block File Types Blocks files having extensions associated with file types assigned to the category set.

Bandwidth Blocks internet content based on bandwidth usage associated with the URL categories governed by a
filtering policy. For example, a policy blocks the sites in its category set if total network bandwidth usage
exceeds 50% of available network bandwidth.
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CGUHSD Internet Filter Policy -/
Category Sets www.cguhsd.org
Category Admin Staff Students Teachers Basic Filter

Business and Economy

All Permit Permit Permit Permit Permit
Financial Data and Services Permit Permit Permit Permit Permit
Religion

All Permit Permit Permit Permit Permit
Traditional Religions Permit Permit Permit Permit Permit
Non-Traditional Religions and Occult and Folklore ~ Permit Permit Permit Permit Permit
Drugs

All Permit Permit Permit Permit Permit
Marijuana Permit Permit Permit Permit Permit
Abused Drugs Permit Permit Permit Permit Permit
Supplements and Unregulated Compounds Permit Permit Permit Permit Permit
Prescribed Medications Permit Permit Permit Permit Permit

Information Technology

All Permit Permit Permit Permit Permit
Hacking Permit Block Block Block Block
Proxy Avoidance Permit Block Block Block Block
Search Engines and Portals Permit Permit Permit Permit Permit
URL Translation Sites Permit Block Block Block Block
Computer Security Permit Permit Permit Permit Permit
Web Hosting Permit Block Block Block Block

Society and Lifestyles

All Permit Permit Permit Permit Permit
Personals and Dating Permit Block Block Block Block
Alcohol and Tobacco Permit Permit Permit Permit Permit
Social Networking and Personal Sites Permit Block Block Block Block
Hobbies Permit Permit Permit Permit Block
Restaurants and Dining Permit Permit Permit Permit Block
Gay or Lesbian or Bisexual Interest Permit Permit Permit Permit Permit
Adult Material Block Block Block Block Block
All Block Block Block Block Block
Lingerie and Swimsuit Block Block Block Block Block
Sex Block Block Block Block Block
Sex Education Permit Permit Permit Permit Permit
Nudity Block Block Block Block Block
Adult Content Block Block Block Block Block

Internet Communication

All Permit Block Block Block Block
General Email Permit Block Block Block Block
Organizational Email Continue Continue Continue Continue Continue
Web Chat Permit Block Block Block Block
Text and Media Messaging Continue Continue Continue Continue Continue

Special Events

All Permit Permit Permit Permit Permit
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CGUHSD Internet Filter Policy -/
Category Sets www.cguhsd.org
Category Admin Staff Students Teachers Basic Filter
Weapons

All Permit Block Block Permit Block

Job Search

All Permit Permit Permit Permit Permit
User-Defined Permit Block Block Block Block

All Permit Block Block Block Block

Social Organizations

All Permit Permit Permit Permit Permit
Service and Philanthropic Organizations Permit Permit Permit Permit Permit
Social and Affiliation Organizations Permit Permit Permit Permit Permit
Professional and Worker Organizations Permit Permit Permit Permit Permit
Gambling

All Permit Block Block Block Block

Entertainment
All Permit Block Block Permit Block
MP3 and Audio Download Services Permit Block Block Block Block

Miscellaneous

All Permit Permit Permit Permit Permit
Uncategorized Permit Permit Permit Permit Permit
Image Servers Permit Permit Block Permit Permit
Private IP Addresses Permit Block Block Block Block

File Download Servers Permit Block Block Block Block

Dynamic Content Permit Permit Permit Permit Permit
Images (Media) Permit Permit Permit Permit Permit
Content Delivery Networks Permit Permit Permit Permit Permit
Network Errors Permit Permit Permit Permit Permit

lllegal or Questionable

All Permit Block Block Block Block
Education

All Permit Permit Permit Permit Permit
Reference Materials Permit Permit Permit Permit Permit
Cultural Institutions Permit Permit Permit Permit Permit
Needs Approval(Move to correct area) Permit Permit Permit Permit Permit
Educational Institutions Permit Permit Permit Permit Permit
Educational Materials Permit Permit Permit Permit Permit
Travel

All Permit Permit Permit Permit Block

News and Media
All Permit Permit Permit Permit Permit
Alternative Journals Permit Permit Permit Permit Permit
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CGUHSD Internet Filter Policy -/
Category Sets www.cguhsd.org
Category Admin Staff Students Teachers Basic Filter
Tasteless

All Permit Block Block Block Block

Militancy and Extremist

All Permit Block Block Block Block
Shopping

All Permit Permit Block Permit Block
Internet Auctions Permit Block Block Block Block
Real Estate Permit Block Block Block Block

Racism and Hate

All Permit Block Block Block Block
Games

All Permit Block Block Block Block
Sports

All Permit Permit Permit Permit Permit
Sport Hunting and Gun Clubs Permit Permit Permit Permit Permit
Vehicles

All Permit Block Block Permit Block
Government

All Permit Permit Permit Permit Permit
Military Permit Permit Permit Permit Permit
Political Organizations Permit Permit Permit Permit Permit
Abortion

All Permit Permit Permit Permit Permit
Pro-Life Permit Permit Permit Permit Permit
Pro-Choice Permit Permit Permit Permit Permit

Advocacy Groups

All Permit Permit Permit Permit Permit
Violence

All Permit Block Block Permit Block
Bandwidth

All Permit Permit Permit Permit Permit
Internet Radio and TV Permit Block Block Block Block
Streaming Media Permit Block Block Block Block
Peer-to-Peer File Sharing Permit Block Block Block Block
Personal Network Storage and Backup Permit Block Block Block Block
Internet Telephony Permit Block Block Block Block

Productivity
All Permit Block Block Block Block

R:\Organization\IT\InternetFilte\CGUHSD internet filter policy - Matrix.xlIsCGUHSD internet filter policy - Matrix.xls



Casa Grande Union High School District #82 R

I

CGUHSD Internet Filter Policy S
Category Sets www.cguhsd.org
Category Admin Staff Students Teachers Basic Filter
Freeware and Software Download Permit Block Block Block Block
Advertisements Permit Block Block Block Block
Pay-to-Surf Permit Block Block Block Block
Message Boards and Forums Permit Block Block Block Block
Online Brokerage and Trading Permit Block Block Block Block
Instant Messaging Permit Block Block Block Block
Health

All Permit Permit Permit Permit Permit
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Category Sets www.cguhsd.org
Category Admin Staff Students Teachers Basic Filter
System

daytime permit permit permit permit permit
finger permit permit permit permit permit
ident permit permit permit permit permit
LDAP permit permit permit permit permit
NFS permit permit permit permit permit
NTP permit permit permit permit permit
OpenWindows block block block block permit
SOCKS 5 permit permit permit permit permit
Streaming Media

AOL Radio block block block block block
Finetune permit permit permit permit permit
Google Video permit block block block block
iTunes block block block block block
JetCast permit block block block block
Liquid Audio permit block block block block
Metacafe permit permit permit permit permit
PeerCast permit block block block block
RTSP (QuickTime RealPlayer) permit block block permit block
SHOUTcast permit block block block block
Slingbox permit block block block block
Social FM permit permit permit permit permit
Windows Media permit block block block block
YouTube permit permit block permit permit
Instant Messaging / Chat

AOL Instant Messenger or ICQ block block block block block
Brosix block block block block block
Camfrog block block block block block
Eyeball Chat block block block block block
Gadu-Gadu block block block block block
Gizmo Project block block block block block
Gmail Chat block block block block block
Google Talk block block block block block
IMVU block block block block block
IRC block block block block block
iSpQ block block block block block
Meetro block block block block block
MSC Messenger block block block block block
MSN Messenger permit block block block permit
MySpacelM block block block block block
NateOn block block block block block
Neos block block block block block
Netease Popo block block block block block
Paltalk block block block block block
SIMP (Jabber) block block block block block
Tencent QQ (see the Knowledge Base) block block block block block
TryFast Messenger block block block block block
VZOchat block block block block block
Wavago block block block block block
Wengo block block block block block
Woize block block block block block
Xfire permit permit block permit permit
X-IM block block block block block
Yahoo! Mail Chat block block block block block
Yahoo! Messenger block block block block block
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Category Sets www.cguhsd.org
Category Admin Staff Students Teachers Basic Filter
Proxy Avoidance

GhostSurf block block block block block
Google Web Accelerator block block block block block
Hopster block block block block block
JAP block block block block block
RealTunnel block block block block block
SocksOnline block block block block block
TongTongTong block block block block block
Toonel block block block block block
Tor block block block block block
Your Freedom block block block block block
Web

HTTPS permit permit permit permit permit
File Transfer

FTP permit permit permit permit permit
Gopher permit permit permit permit permit
WAIS permit permit permit permit permit
Mail and Collaborative Tools

IMAP permit permit permit permit permit
Lotus Notes permit permit permit permit permit
Microsoft HTTPMail permit permit permit permit permit
NetMeeting permit permit permit permit permit
POP3 permit permit permit permit permit
SMTP permit permit permit permit permit
Other

NNTP permit permit permit permit permit
Remote Access

BelnSync permit permit permit permit permit
Citrix block block block block block
CrossLoop permit permit permit permit permit
GoToMyPC block block block block block
LogMeln block block block block block
MyIVO block block block block block
pcANYWHERE block block block block block
pcTELECOMMUTE block block block block block
pptp block block block block block
SoftEther PacketiX permit permit permit permit permit
SoonR permit permit permit permit permit
ssh block block block permit block
TeamViewer permit permit permit permit permit
Telnet block block block permit block
Terminal Services block block block permit block
VNC block block block permit block
Vyew permit permit permit permit permit
WallCooler VPN permit permit permit permit permit
WebEx (PCNow & Support Center) permit permit block permit permit
Zolved permit permit permit permit permit
Database

SQL Net block block block block block
P2P File Sharing

Ares (prior to v1.8.1) block block block block block
BitTorrent block block block block block
BoxCloud block block block block block
ClubBox block block block block block
Damaka block block block block block
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Category Sets www.cguhsd.org
Category Admin Staff Students Teachers Basic Filter
DirectConnect block block block block block
eDonkey block block block block block
EZPeer block block block block block
FastTrack (Kazaa iMesh) block block block block block
FolderShare block block block block block
GigaTribe block block block block block
Gnutella (Morpheus Xolox) block block block block block
Hamachi block block block block block
Hotline Connect block block block block block
MindSpring block block block block block
Onshare block block block block block
Pando block block block block block
Project Neon block block block block block
Qnext block block block block block
Raketu block block block block block
Skype block block block block block
SoulSeek block block block block block
WinMX (prior to v3.31) block block block block block
Instant Messaging File Attachments

AOL Instant Messenger or ICQ attachments  permit permit permit permit permit
MSN Messenger attachments permit permit permit permit permit
Yahoo! Messenger attachments permit permit permit permit block
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